McAfee Internet Security Setup For I’m InTouch

1. Click on the McAfee Security Center to open the program.
Click on Virus Scan.
Click on the Configure VirusScan Options

M McAfee SecurityCenter

¥y MeAfee | SecurityCenter @ uoistes L sippon @) ek

YirusScan is currently protecting your computer from viruses.
Click here if yvou want to-disable Yirusscan,
My Security
Center I@ Yirus5can Help -Elr,l About ¥irusscan

ﬂ I want to...

YirusScan
Scan My Computer for Viruses Configure YirusScan Dptions
Thoraughly scan programs and Review and modify all of vour YirusScan options,
docurnents ko check your computer For
viruses,

Personal Manage Quarantined Files View the World Virus Map
Firewall+ Quarantine 3 program or document Get a real-time, bird's-ave view of where the
whan you think it might be infected, latest viruses areinfecting computers
wiarldwide,

Find Dut About Yiruses Create a Rescue Disk

Is it teal or & hosx? Look it up in the IF your computer is infected by & viros and wil
definitive compuber wirus information mot start, & Rescue Diskwill get your computer
database, up and running,

SpamKiller



2. Click the Advanced button on the Active Shield option.

& McAfee VirusScan - Options

®y MeAfee | VirusScan @)t

SEEURITY

ActiveShield | Virus Map Reporiing '| Scheduled Scan '|

Windows Start

v Start ActiveShield when Windows starts (recommended)
Specity if you weant to he protected swhen stading your computer

v Sean e-mail and attachments
Specify if vou want to be protectéd when using e-mail prodrams

¥ Scan inbound instant message attachments
Specity it you weant to he pratected when opening attachments using
instant messaging programs

OK 1 [ cancel ]|




3. Click the Exploits tab.
Remove the check mark in the Enable ScriptStopper (recommended) check box.
Click OK.

@ Mcifee VirusScan - Advanced ActiveShield Options

McAfes'

virusscan'

Scanning I E-mail I Exploits

ScriptStopper

Specify it you seant to monitar running scripts for wworm activity patterns on your
computer;




4. Click the Personal Firewall+ option.
Click View the Internet Applications List option.

M McAfee SecurityCenter

& MeAfee | SecurityCenter @ s s @

ﬁ:‘ @ Personal Firewall Plus is currently protecting your computer from hackers.
e !

- Click here if you want to disable Persanal Firewall Plus,

My Security o
Center n@l Personal Firewall Plus Help 5) Ahout Personal Firewall Plus

I want to...
@ Yiew the Firewall Summary e Litilities

¥irusScan

Yiew anon-technical report of your firewall's 3 Review and modify your settings and use
activity, This view is recommended For novice advanced Firewall tools,
LUSErs,

Firewall+ Yiew a list of Inkernet Applications allowed or ! Test my Firewall For possible yulnerability to
hincked by wour firewall, This vigw is attacks;
recommended For advanced users,

E View the Event Log Track an Attack

Personal Yiew the Internet Applications List % & Test My Firewall

Yiew a highly detalled report of your Firewall's Wisually trace the origin of a suspected
activity, Thiz view is recommended For atkack,
advanced users.

Spamkiller




5. Click the New Allowed Application option.

& Mcifee® Personal Firewall Plus
File Edit

‘Wiew Application  Help

Mehfes -
personalfirewallplus O todetown [ settngs @)

Internet Applications

Application Name File Name Permissions .

W8 ppplication Laver Gateway Service alg.exe Allow Full Access

% Generic Host Process For Win32 Services  svchost.exe Allow Full Access

@Internet Explaorer iexplore.exe Allow Full Access

8 54 shell (Export Yersion) |sass.exe Allow Full Access

Manee Personal Firewall Consale MpfConsolz.exe  Allow Full Access -
Internet 9 Mrafes Personal Firewall Service MpfService.exe  Allow Full Access

Applications [mcafee Personal Firewall Tray Moritor — MpFTray.exe allow Full Access

mManee Security HTML Dialog rghtml.exe Allow Full Access
'@Mc.ﬂfae SecuribyCenter Update Engine mcupdate.exe  Allow Full Access
mMcF\Fee SecurityCenter Update Info meinfo.exe Allow Full Access

I£.4

® Application Details QNEW Allowed Application *&New Blocked Application

Change Permission To...

Microsoft Corporation
CHWINDOWS systemaZialg. exe
| & outhound Access Only

Permission: Allow Full Access : W,
Rule created on: 3(23/2005 12;17:55 FM @R elock This Appiication

2 Application Layer Gateway Service 5.1
@ 2B Alow Full Access

This application has Full &ccess tothe Internet, It is possible For this application to send and

receive data with any computer, f Delet= Application Rule

&1 Gek Mare Information

Standard Security ¥ IP &ddress: 10.0.1.50 Netmaszk: 255 2552550 1




6. In the Select Application to Allow window, go to C:\Program Files\0O1
Com\Webserver, and select the Apache.exe file and click Open.

&

€ Mehfee® Personal Firewall Plus

WiEw

& Select Application to Allow

Lackdawn [‘3 Sektings Q)Help

Lok i |E)Websewer v| o % i m

. (Ziconf
L,-] h_ilhtdocs .
Recent ([Dlogs A

(imodules ‘

(Cipear |
@ (Cproxy i
Deskiop Chtmp

. E agent, exe

_’) ﬁ dynmenu, exe

My Documents

g’ I ked Application

[

] i
4 Ry Change Permission To...
’ ,—5’ Allow Full Access
File hame; |.-’-‘«pache.exa k. | L Open J
Q Outbound Access Only
My Metwork. Files of tupe: |ﬂpplications [.exe] L | [ LCancel ] @ Eiock This Application

This application has Full &ccess o the Internet, I is possible For this application to'send and

receive data with any computer, | Delete Application Rule

83 Gek More Information

Standard Security IP Address: 10.0.1.50 Netmask: 255.255.255.0 1




7. The Apache.exe file should now appear in the internet Applications list with the
Permissions set to Allow Full Access.

| Personal Firewall Plus

Internet Applications

Application Name File Manwe Permissions o
Summary \_.ﬁ.pache.exe Apache.exe Allow Full Access
98 ppplication Layer Gateway Service alg.exe Allow Full Access
i Generic Host Process for Win32 Services  svchostexe Allow Full Access
_élnternet Explarer iexplore, exe Allow Full Access
W 154 Shell (Export Version) lsass, exe Allow Full Access =
Internet Mc.ﬁ.Fee Personal Firewall Console MpfConsole.exe  Allow Full Access
Applications 2 Mcafes Personal Firewall Service MpfService.exe  Allow Full Access
Mc.ﬁ.Fee Personal Firewall Tray Monitor MpfTray. exe Allow Full Access
r mMcAFee Security HTML Dialog mghtml.exe Allow Full Access
- 'L}:) McAfee SecurityCenter Update Engine  mcupdate.exe  Allow Full Access e
Inbound
Events @ Application Details 8¢ new Allowed Application ¢ New Blocked Application
ng dnsiieie Change Permission To...
.. CHProgram Filesi0l Comtwebserveridpache. exe :'. sllciFul accass
Dptions Permission: &llow Full &ccess & outbound Access Only

Rule created on: 5/23/2005 12:21:12 PM ‘ Bloek THis Application

This application has Full Access to the Internet, It is possible for this-application to send and e -
receive data with any computer, J- Belste Application Rula

SJ et Mare Information

Standard Security ¥ IP Address; 10,0.1.50 Netmask: 255 255 265.0

Note:
Repeat Steps 5 — 7 for all of the following files:

Agent.exe (C:\Program Files\01 Com\Webserver)
01Updt.exe (C:\Program Files\O1 Com\I'm InTouch)

IIT.exe (C:\Program Files\01 Com\I'm InTouch\BIN)
OERemote.exe (C:\Program Files\01 Com\I'm InTouch\BIN)
OutlkOl.exe (C:\Program Files\01 Com\I'm InTouch\BIN)
Rdesktop.exe (C:\Program Files\O1 Com\I'm InTouch\BIN)
01FileSys.exe (C:\Program Files\01 Com\I'm InTouch\BIN)



