FILED

IN THE UNITED STATES DISTRICT COURT
FOR THE EASTERN DISTRICT OF VIRGINIA
ALEXANDRIA DIVISION

01 COMMUNIQUE LABORATORY, INC.

CIVIL ACTION NO. _ / > |

Plaintiff,

V.

LOGMEIN, INC.
AND

)
)
)
)
) TURY TRIAL DEMANDED
)
)
DELL, INC. )
)
)

Defendants.

COMPLAINT FOR PATENT INFRINGEMENT

Plaintiff 01 Communique Laboratory, Inc. (“01”) files this Complaint and demand for
jury trial seeking relief for patent infringement against Defendants LogMeln Inc. (“LogMeln”)

and Dell Inc. (“Dell”) (collectively “Defendants™). 01 states and alleges the following:

BACKGROUND

1. This is an action for infringement of 01°s U.S. Patent No. 6,928,479 entitled
“System Computer Product and Method for Providing a Private Communication Portal,” (“the
*479 Patent”), a true and correct copy of which is attached hereto as Exhibit A. The *479 Patent
was duly and legally issued on August 9, 2005, and assigned to 01 by an assignment recorded in

the United States Patent Office at Reel/Frame number 010934/0133.

2. 01 manufactures, sells, and operates, I’'m InTouch, a secure, Internet-based
remote access service that provides the ability to login and work on a personal computer running
the I’'m InTouch software from virtually any device with an Internet connection. 01°s 'm

InTouch service and software embodies the inventions of numerous claims of the 479 Patent



and is used by thousands of customers for remote computer access. The technology covered by
the *479 Patent has garnered considerable praise in the marketplace and has won numerous

awards. 01 has marked its products embodying the 479 Patent pursuant to 35 U.S.C. § 287.

3. Following the issuance of the ‘479 Patent, 01 filed an infringement action on
February 1, 2006, against Citrix Systems, Inc. and Citrix Online, LLC (“Citrix”) for infringement
of 01°s *479 Patent. The case was assigned to the Honorable Ann Aldrich of the United States

District Court for the Northern District of Ohio, Case No. 1:06-CV-0253.

4. On December 7, 2007, Citrix filed a request for inter partes reexamination of the

*479 Patent with the U.S. Patent and Trademark Office (“PTO”).

5. On July 6, 2010, the PTO issued a Right of Appeal Notice in the ‘479
reexamination. This final decision rejected all of Citrix’s invalidity arguments and confirmed the

patentability of the 20 claims asserted in this action.

THE PARTIES

6. 01 is a corporation organized and existing under the laws of Ontario, Canada, and
has offices at two locations. Its Canadian office is located at 1450 Meyerside Drive, Suite 500,
Mississauga, Ontario. Its United States office is located within this judicial district at 1100
North Glebe Road, Suite 1010, Arlington, Virginia. The United States office is responsible for
marketing, licensing, and technology development, including the marketing, licensing, and

development of the technology claimed by the ‘479 patent.

7. Upon information and belief, LogMeln is a corporation organized and existing

under the laws of Delaware with a principal place of business at 500 Unicorn Park Dr., Suite



103, Woburn, MA. LogMeln’s business includes manufacturing, importing, selling, and/or
offering to sell Internet-based access, support, and collaboration software and services in this

Judicial District, and throughout the United States.

8. LogMeln transacts business within this judicial district on a substantial and
continuous basis. Upon information and belief, LogMeln sells its products and services to
individuals and other entities located within the Alexandria Division of the Eastern District of
Virginia such as Quadramed, a medical information management company headquartered in
Reston, Virginia, and the Prince William County Government. Further, LogMeln has, and
continues to commit the tortious act of patent infringement through its manufacture, importation,
use, sale, and/or offer for sale within this judicial district of, but not limited to, LogMeln Free,

LogMeln Pro?, and LogMeln Ignition.

9. Upon information and belief, Dell is a corporation organized and existing under
the laws of Texas and has a principal place of business at One Dell Way, Round Rock, TX
78682. Dell’s business includes manufacturing, importing, selling, and/or offering to sell
Internet-based access, support, and collaboration software and services in this Judicial District,

and throughout the United States.

10.  Dell transacts business within this judicial district on a substantial and continuous
basis. Upon information and belief, Dell sells its products and services to individuals and other
entities within the Alexandria Division of the Eastern District of Virginia such as Best Buy and
Staples. Further, Dell has, and continues to commit the tortious act of patent infringement
through its manufacture, importation, use, sale, and/or offer for sale within this judicial district

of, but not limited to Dell Remote Access. Further, upon information and belief, Dell does



business within the Alexandria Division of the Eastern District of Virginia through Dell Perot
Systems Corporation with offices at 8270 Willow Qaks Corporate Drive, Suite 300, Fairfax, VA

22031 and 13880 Dulles Corner Lane, Herndon, VA 20171.

JURISDICTION AND VENUE

11.  This action for patent infringement arises under the Patent Act, 35 U.8.C. § 100,

et. seq. This Court has subject matter jurisdiction under 28 U.S.C. §§ 1331 and 1338(a).

12.  This Court has personal jurisdiction over each of the Defendants under Virginia
Code § 8.01-328.1 because Defendants have transacted business, contracted to supply services or
things, and caused tortious injury in this judicial district. In particular, each Defendant has
substantial and continuous contacts within this judicial district and has committed acts of patent
infringement within this judicial district. The acts of patent infringement within this judicial
district include direct sales of infringing products as well as placing infringing products into the
stream of commerce under circumstances that each of the Defendants reasonably should have
anticipated being subject to suit in this judicial district. This Court also has personal jurisdiction
over each of the Defendants because the acts of patent infringement are aimed at this judicial

district and/or have effect in this judicial district.

13.  Venue is proper in this Court pursuant to 28 U.S.C. §§ 1391 and 1400(b).

Pursuant to Local Civil Rule 3(C), this matter is properly assigned to the Alexandra Division.

COUNT I - INFRINGEMENT BY DEFENDANTS

14.  The allegations of paragraphs 1 through 14 are realleged as if fully set forth

herein.



15. Within this Judicial District, LogMeln manufacturers, uses, offers for sale, and/or
sells at least: (a) LogMeln Free, a solution for basic access to a remote PC or Mac for
individuals; (b) LogMeln Pro?, a solution for anytime, anywhere secure access to files and
application on a remote PC or Mac; (c) LogMeln Ignition, a solution for mobile access to remote

computers.

| 16. LogMeln manufactures, imports, uses, sells, and/or offers for sale Internet-based
access, support, and collaboration software and services in this judicial district and throughout
the United States that infringe one or more claims of the *479 Patent either literally or under the
doctrine of equivalents. The infringing software manufactured, imported, used, sold, and/or
offered for sale within this judicial district includes, but is not limited to, LogMeln Free,
LogMeln Pro?, and LogMeln Ignition. By its acts, LogMeln is also inducing others to infringe
the *479 Patent and contributing to the infringement by others of the *479 Patent. On

information and belief, LogMeln has had knowledge of the *479 Patent at least as early as 2007.

17.  Upon information and belief, LogMeln has infringed, directly and/or indirectly,
and literally and/or under the doctrine of equivalents, and continues to infringe one or more
claims, including at least claims 1, 3-6, 20-30, and 41-45, of the *479 Patent, by making, using,
importing, selling and/or offering for sale a system or a computer program product for remotely
accessing a personal computer covered by one or more claims of the ’479 patent, including but

not limited to LogMelIn’s LogMeln Free, LogMeln Pro, and LogMeln Ignition.

18. Within this Judicial District, Dell manufacturers, uses, offers for sale, and/or sells

at least Dell Remote Access, a solution for mobile access to remote computers.



19. Dell, through its website, manufactures, imports, uses, sells, and/or offers for sale
Internet-based access, support, and collaboration software and services in this judicial district
and throughout the United States that infringe one or more claims of the 479 Patent either
literally or under the doctrine of equivalents. The infringing software manufactured, imported,
used, sold, and/or offered for sale within this judicial district includes, but is not limited to Dell’s
Dell Remote Access service available for download on Dell’s website at
http://www.dellremoteaccess.com/. By its acts, Dell is also inducing others to infringe the *479
Patent and contributing to the infringement by others of the *479 Patent. On information and

belief, Dell has had knowledge of the *479 Patent at least as early as 2007.

20.  Upon information and belief, Dell has infringed, directly and/or indirectly, and
literally and/or under the doctrine of equivalents, and continues to infringe one or more claims,
including at least claims 1, 3-6, 20-30, and 41-45, of the *479 Patent, by making, using,
importing, selling and/or offering for sale a system or a computer program product for remotely
accessing a personal computer covered by one or more claims of the 479 patent, including but

not limited to Dell’s Dell Remote Access.

21. 01 has been and continues to be irreparably harmed and monetarily damaged by
Defendants’ infringement of the *479 Patent. The irreparable harm and monetary damages as a
result of Defendants’ infringement include, but are not limited to, Jost profits, price erosion, and
lost sales relating to affiliated products. If Defendants’ infringement of the 479 Patent is not

enjoined, 01 will continue to be irreparably and monetarily damaged.



99 Each of the Defendants’ infringement of the *479 Patent is willful. This is an
exceptional case warranting an award of treble damages to 01 under 35 U.S.C. § 284 and an

award of its attorney fees under 35 U.S.C. § 285.

PRAYER FOR RELIEF

WHEREFORE, Plaintiff 01 respectfully requests the following relief:
A. Judgment that Defendants have infringed the ’479 Patent;
B. Judgment that Defendants’ infringement of the *479 Patent is willful;

C. Damages for infringement of the *479 Patent in an amount sufficient to
compensate it for Defendants’ infringement of the *479 Patent, together with pre- and post-

judgment interest and costs under 35 U.S.C. § 284;
D. Treble damages for willful infringement of the *479 Patent under 35 U.S.C. § 284,

E. Both a preliminary and a permanent injunction against Defendants and their
officers, agents, employees, attorneys, and all persons in active concert or participation with

them, prohibiting infringement of the ’479 Patent;

F. Judgment that this is an exceptional case under 35 U.S.C. § 285 warranting an

award of 01’s attorneys fees;
G. Costs for this lawsuit; and

H. Any other relief deemed just by the Court.



JURY DEMAND

Plaintiff demands a trial by jury on all issues so triable.



Date: September 8, 2010

Respectfully submitted,

g‘%%g@: | 3
B OSTETLER LLP

A. Neal Seth (VSB 47394)
Elizabeth A. Scully (VSB 65920)

Washington Square, Suite 1100
1050 Connecticut Avenue, N.W.
Washington, D.C. 20036-5304
(202) 861-1500

(202) 861-1783 (facsimile)
nseth@bakerlaw.com
escully@bakerlaw.com

Attorneys for Plaintiff, 01 Communique
Laboratory, Inc.
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A system, computer product and method for providing 2

private communication portal at a first computer connected
{0 a network of computers includes a communication facility
resident at the first computer, and a second computer includ-
ing a locating facility for locating the current location of the
first computer on the network, where the second computer
facilitates communication between the first computer and a
third computer by authenticating the third computer for
communication with the first computer and providing the
location of the first computer for communication with the
third computer.
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Figure 2
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Figure 3
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Figure 4
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Figure 5
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Figure 7
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Figure 9
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Figure 12
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SYSTEM COMPUTER PRODUCT AND
METHOD FOR PROVIDING A PRIVATE
COMMUNICATION PORTAL

FIELD OF THE INVENTION

This invention relates in general to a system, computer
product and method for remotely accessing data at a private
server using a remole wired or wireless web browser. This
invention also relates to a system, computer product and
method for remotely accessing and managing different types
of messages at a private server using a remote wired or
wireless web browser.

BACKGROUND OF THE INVENTION

Individuals and businesses today communicate through a
variety of messages including electronic mail (including
e-mails with video or voice attachments or AOL™ “instant
messages”), pager messages, facsimile (fax) and electronic
voice mail.

In many cases these messages are managed by more than
one computer program. Such multi-program solutions are
cumbersome as they generally require significant familiarity
with more than one program and further require accessing
each program to manage the receipt and dispatch of different
types of messages. This results in loss of time and overly
complex means for achieving user objectives.

Single programs for managing such variety of messages
are known, but such known programs do not provide full
remote access via the Internet to management of messages
and contact information. The use of the Internet is desirable
for numerous reasons, including the common use of the
Internet Protocol as a communication standard, the general
availability of electronic devices that are web-enabled and
the cost savings of using the Internet. Full Internet access is
desirable because message and contact management users
may want to access their message and contact management
system from 2 plurality of locations and/or plurality of
communication devices (e.g. lap top, cellular phone or
WAP-enabled hand held computer etc.). Full remote access
permits the receipt of messages at any location on any type
of communication device, with remote access to functions of
the message management system such as address books,
security settings, rules (e.g. automated response), text-to-
speech functionality etc.

Prior art messaging systems and programs such as
SYMANTEC’s™ TALK WORKS PRO™, SIEMENS ™
XPRESSIONS470™  NOKIA/TELEKOL’s™  INTE-
GRAX™, INTERSIS’™ VOIXX™, KONTACTs™
VEMA2.0™ and BLUEJADE.COM’s™ TECS™ do not
provide full Internet access as described above, and further
particularized below.

Another disadvantage of such prior art systems (with the
exception of TALKWORKS™) is that such systems and
computer products require the use of a multi-user server. In
other words, the “unified” capability of managing the variety
of messages described is owned and managed by a 37 party
service provider who acts as an intermediary between the
user and entities with whom the user communicates.

It should be understood that by a “multi-user server”, a
server is meant that is configured for use by more than one
“user”.

There are numerous disadvantages to such prior art sys-
tems requiring such 3" party intermediaries. First, such prior
art systems generally require payment of significant user
fees, payable so long as the system is used. Second, such 3
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party intermediary systems do not generally provide the full
flexibility, customization, security and access to personal
data, that can be provided by a private user system and
computer product. Third, engaging the flexibility, customi-
zation, security and access features of such 34 party inter-
mediary system is cumbersome. Fourth, data associated with
such 3¢ party intermediary systems such as contact data
needs be replicated from the user’s personal server to the 3
party systems. In most prior art systems there are security
risks to such replication, as the necessary data transfers
generally do not occur on a secure basis, or it security
provisions are made, such security provisions may be dif-
ficult to guarantee. Fifth, use of such 3 party intermediary
systems implies providing access codes to such 3 party.
Using such access codes, a rogue would have access to the
personal data of the user and could, for example, send a
damaging e-mail to the contacts of the user. While such 3
party intermediaries will generally have procedures in place
to reduce the likelihood of such an occurrence, such occur-
rences are possible nonetheless.

Therefore, a system for providing a private communica-
tion portal is required that is easy to use and relatively
inexpensive. By “private” what is meant is that the commu-
nication portal is dedicated to a user rather than multiple
users as is the case with 3’7 part intermediary systems
described above.

It should also be understood from the outset that in
referring to “private communication portal”, the word “com-
munication” is used in accordance with its broad technical
definition. In particular, “communication” for the purpose of
this document means exchange or accessing of any infor-
mation, including information formats, using predefined
protocols understood by communicating entities. It should
be understood that for “communication” to occur, there is no
requirement for a human user. “Communication” can in this
way be contrasted from “messaging” which is generally
understood to relate to communication between more than
one human user.

Also, by “portal” what is generally understood is a means
for facilitating communication from point A to B. More than
one interconnected computer Or process may co-operate to
provide a single “portal”. For example, a first computer or
process comprising the “portal” may provide means for
locating B at least once. Thereafter, communication between
A and B may be facilitated through a second computer or
process independent of the first computer or process.

In operation, the present invention provides a private
communication portal for remotely managing and accessing
messages, as described herein. However, it should be under-
stood that messages are only one form of data that can be
communicated in co-operation of the present invention. The
invention provided herein provides means for operating
private server as a communication server for a variety of
purposes, including security monitoring. For example, the
comrmunication portal provided for herein could be associ-
ated with known security systems that generate data in the
form of images of a physical location associated with such
security system. The private communication portal
described herein provides means for accessing and manag-
ing such data remotely, for example, by forwarding images
detecting an intruder to an alarm response force.

Providing such a private communication portal system
and computer product presents a number of problems. First,
the computer on which the private communication portal
resides is required to be located on the Internet using a Web
browser or WAP device. Second, a system is required that
provides a secure Internet connection to said computer of the
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user. Third, but on a related point, the system needs to
authenticate the user and reject unauthorized access. Fourth,
messages need be transferred securely between the remote
user and said computer.

Thus a system, computer product and method for provid-
ing full Internet access to message and contact management
functions is desirable, by means of a private communication
portal. It is further desirable to provide a system and
computer product for providing message and contact man-
agement without a 3™ party intermediary, by means of a
private communication portal.

It should also be noted that 3" party service providers
such as Internet Service Providers do not generally allow
their users to establish their own dedicated Internet servers,
or if they do so it is at a cost that is generally significant. This
is because the user’s Internet Protocol address generally
changes from time to time for system resource management
reasons. A dedicated Internet Protocol address can be
obtained, but generally only at a premium.

Thus, there is also need for a system, computer product E

and method for accessing and managing data remotely, even
when the Internet Protocol address of a user’s computer
changes from time to time.

SUMMARY OF THE INVENTION

In accordance with one aspect of the present invention, a
system, computer product and method for a private com-
munication portal is provided.

In accordance with another aspect of the present inven-
tion, a system, computer product and method for providing
full Internet access to and management of data resident on
a computer is provided.

In accordance with yet another aspect of the present
invention, a system, computer product and method for
providing remote access and management of messages and
contact information is provided.

In accordance with yet another aspect of the present
invention, a system, computer product and method for
providing a user with a private server for remote access to
data resident on user’s computer is provided despite 3
party service provider restrictions that prevent a user from
establishing their own Internet server.

The present invention has numerous advantages such as
convenient remote access to data such as messages and
contact information via any number of electronic devices
such as a lap top, cellular phone or WAP-enabled hand held
computer eftc. In particular, the present invention not only
allows messages of all types to be read, but also replied to
remotely. The present invention has the added benefit of
reducing toll charges generally associated with remote mes-
sage access.

Another significant benefit of the present invention is the
ability to use current e-mail addresses, fax numbers or phone
numbers rather than obtain a new one as is generally
required by 3 party service providers described above.
Transition to a new e-mail address, for example, generally
requires the various ordinary recipients of e-mail from a user
to update their contact information. This generally results in
loss of time in managing the transition (changing contact
information, creating pointer from old e-mail addresses) and
can potentially result in loss or delay of communications.

In the present invention, the user determines security and
access. This provides greater flexibility and greater control
of data by allowing, for example, remote forwarding of
messages.
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Also, in a multi-user system, depending on the pumber of
users accessing the 3™ party system at any given time, the
performance of the multi-user messaging system can be
negatively affected. The invention described herein provides
means for ensuring optimal performance of the user’s mes-
saging system.

It should also be understood that said 3’ party systems
generally, for system resource management reasons, St
limits to the amount of disk space allocated to each indi-
vidual user for the purpose of storing data such as messages
and contact information. This poses a problem in providing
adequate means for archiving such data. Data archiving is
either not provided by such 3 party system, in which case
such data needs be exported (if permitted by the 3" party
system) to the user’s system or some other system. This may
result in inconvenience and/or time loss. Alternatively, data
archiving may be offered by such 3™ party system interme-
diary, but generally at a premium.

More generally, as is readily understood to those skilled
in the art, the present invention permits a user’s computer to
act as a “private server” which can be configured in accor-
dance with the user’s requirements.

BRIEF DESCRIPTION OF THE DRAWINGS

A detailed description of the preferred embodiment(s)
is(are) provided herein below by way of example only and
with reference to the following drawings, in which:

FIG.1lisa resource flowchart, in accordance with
a preferred embodiment of the present invention;

FIG. 2 is a system resource flow chart of the preferred
embodiment of the present invention, but illustrating the
connection of the system to a wireless network.

FIG. 3 is a system resource flow chart illustrating the
resources of the Server Computer of the present invention.

FIG. 4 is a system resource flow chart illustrating the
resources of the Private Server of the present invention.

FIG. 5 is a program resource flow chart illustrating the
resources of the computer product of the present invention
resident on the Private Server.

FIG. 6 is a program function chart illustrating the opera-
tion of the Fax/Voice/Data Communication Interface of the
present invention.

FIG. 7 is a program function chart illustrating the opera-
tion of the E-Mail Communication Interface of the present
invention.

FIG. 8 is a program function chart illustrating the opera-
tion of the E-Mail Message Facility of the present invention,
in association with the Remote Message Management Facil-
ity.

FIG. 9 is a program function chart illustrating the opera-
tion of Voice Message Facility of the present invention, in
association with the Remote Message Management Facility.

FIG. 10 is a program function chart illustrating the
operation of Fax Message Facility of the present invention,
in association with the Remote Message Management Facil-
ity.

FIG. 11 is a program function chart illustrating the opera-
tion of the Contact Information Facility of the present
invention.

FIG. 12 is a program function chart illustrating the
operation of the Remote Message Management Facility of
the present invention.

In the drawings, preferred embodiments of the invention
are illustrated by way of example. It is to be expressly
understood that the description and drawings are only for the

Syqem

sierl



US 6,928,479 B1

5

purpose of illustration and as an aid to understanding, and
are not intended as a definition of the limits of the invention.

DETAILED DESCRIPTION OF THE
PREFERRED EMBODIMENT

Referring to FIG. 1, there is illustrated in a system
resource flowchart the preferred embodiment of the present
invention illustrated herein. In particular, FIG. 1 illustrates
the resources that comprise the private communication por-
tal or “PCP” 10 of the present invention. PCP 10 comprises
a dual computer architecture further comprising a first
computer or Private Server 14 and server computer or
second locator Server Computer 12 It should be understood
that Private Server 14 may comprise a network station,
personal computer terminal or server, provided that such
Private Server 14 is devoted to a private user who may be a
business or individual. Said Private Server 14 also com-
prises a message server 15, as best illustrated in FIG. 1 and
a name that identifies the particular private server, as is well
known.

Server Computer 12 is connected with unrestricted access
to an interconnected network of computers such as the
Internet 16. Server Computer 12 may comprise one or more
computers, as is well known.

It is desirable to also provide Private Server 14 with a
permanent Internet connection 13 provided, for example, by
a coaxial cable connection or high speed xDSL telephone
connections or the like, also as shown in FIG. 1.

Private Server 14 is provided with 2 computer program
product of the present invention dedicated to Private Server
14 In a first preferred embodiment of the present invention,
best illustrated in FIG. 1, this computer product provides a
data communication facility 3 and means for communication
5 of the location of Private Server 14 on a computer network
such as the Internet to Server Computer 12, as further
described below. Said data communication facility 3 can be
provided with interfaces with a number of facilities 17 that
generate data, in a manner well known to those skilled in the
art, such as voice message reception, fax reception, e-mail
retrieval, alarm monitoring facilities, child monitoring
facilities and the like. As is explained below, te computer
program product of the present invention presents means for
remotely accessing said data.

In another aspect of the computer program product of the
present invention, said Server Computer 12 is provided with
a server computer program that communicates with said
computer program dedicated to Private Server 14. Said
server computer program, illustrated in FIG. 1, provides a
Location Facility 6 or means responsive to said means for
communication 5 of the location of Private Server 14 for
providing remote access to said Private Server 14, as
explained below.

Private Messaging and Contact Facility

In a second preferred embodiment of the present inven-
tion illustrated in FIG. 4, said data communication facility 3
further comprises a communication interface 7 and commu-
nication software program 9 or Private Messaging and
Contact Facility which are operably associated. Said Private
Messaging and Contact Facility 9 comprises two principal
elements, namely a Unified Messaging Facility 20 and
Contact Information Facility 22.

As best illustrated in FIG. 5, the principal functions of
Unified Messaging Facility 20 are to receive and process
messages of all types and content, including e-mail, fac-
similes, electronic voice mail, images, video data, execut-
able program code, audio data, formatted data or raw binary
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data. Unified Messaging Facility 20 is operably associated
with communication interface 7. The functions of commu-
nication interface 7 are illustrated in FIG. 6 for Fax/Voice/
Data messages, and in FIG. 7 for e-mail.

Unified Messaging Facility 20 further comprises E-Mail
Message Facility 23, Voice Message Facility 25 and Fax
Message Facility 27, illustrated in FIGS. 8, 9 and 10
respectively in operation in conjunction with Remote Mes-
sage Management Facility 28, the functions of which are
explained below.

In the present invention, Unified Messaging Facility 20
further comprises Notification Facility 33. This facility is
only initiated when a message is received at Private Server
14, in the manner described below in greater detail, from a
valid message originator. The hard disk of Private Server 14
will store a copy of a “Notification List” in co-operation with
Notification Facility 33. The “Notification List” contains the
e-mail addresses, fax identifiers and/or caller identifiers of
valid message originators.

The principal functions of Contact Information Facility 22
are entering and retrieving contact information such as
names, telephone numbers, e-mail addresses, company
information, personal information (such as addresses, birth-
days and the like), contact history and the like. The principal
functions of the Contact Information Facility 22 are illus-
trated in FIG. 11. These functions, in co-operation with the
system of the present invention, are accessible remotely as
illustrated in FIG. 11.

In addition, the Unified Messaging Facility 20 and Con-
tact Information Facility 22, in co-operation with the system
of the present invention, also provide the Remote Message
Management Facility 29, as best illustrated in FIG. S. The
particular functions of the Remote Message Management
Facility 29 are best illustrated in FIG. 12.

Internet Registration and Location

Said Server Computer 12 is configured, in a manner that
is well-known, to be connected to the a network of inter-
connected computers such as the Internet, and particularly in
a manner that accepts Internet requests and translates these
requests into a connection between said Server Computer 12
and Private Server 14.

As best shown in FIG. 3, the system described herein
further comprises a directory service program 28. In the
particular embodiment illustrated herein, said directory ser-
vice program 28 is operably associated with Server Com-
puter 12. For the sake of clarity, said directory service
program 28 can be either resident on said Server Computer
12 or remote from said Server Computer 12 but accessible
therefrom. Directory service program 28 comprises a
dynamic directory provided using a protocol such as LDAP
(Lightweight Directory Access Protocol) Version 3, with
capability for dynamically modifying the directory content
of the directory service program 28. It is desirable that only
users of the present invention be given access to directory
service program 28 by means that are known, such as an
authentication routine provided in association with registra-
tion facility 19, for example.

Private Messaging and Contact Facility 8 comprises a
“REGISTRATION ROUTINE” 21 for indicating that Pri-
vate Server 14 is available to accept communications such as
messages from Server Computer 12. It is desirable for such
“REGISTRATION ROUTINE” 21 to be engaged periodi-
cally to update the directory service program 28, to address
possible changes to the private server’s 14 internet protocol
address or its communication session with the second com-
puter (the location facility) for a number of reasons. First, it
is desirable to verity that the Internet or server connection of
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Private Server 14 is active Second, when the Private Server
14 is configured to provide the functions of this invention,
registration with the Server Computer 12 is obviously
required. Third, the “REGISTRATION ROUTINE” 21 is
required to be engaged periodically to update the directory
service program 28 to address possible changes to Private
Server’s Internet Protocol address. Fourth, from a system
resource management point of view it may be desirable to
restrict access to the Server Computer 12 to only active
users, in which case users who according to pre-set param-
eters are determined to be inactive would be automatically
de-registered after a period of time. Fifth, some users may
wish to change their access codes from time to time. Sixth,
some users may want to de-register temporarily with Server

Computer 12 in order to interrupt receipt of communications

from Server Computer 12, for example, during operation of
a back-up routine at Private Computer 14. Seventh, “REG-
ISTRATION ROUTINE” may be required to change secu-
rity settings provided at Server Computer 12, in a manner
that is well-known.

It should be understood that the present invention allows
the parameters of the operation of the “REGISTRATION
ROUTINE” to be set, in a manner well-known to those
skilled in the art, by either the user or the system operator of
Server Computer 12, as may be required.

The availability to accept communications such as mes-
sages of Private Server 14 is communicated by “REGIS-
TRATION ROUTINE” by registering a name string or digit
string with the directory service program 28 that must not
conflict with any other similar name in the dynamic direc-
tory associated with directory service program 28. This
communication includes the current Internet Protocol
address of Private Server 14 that as indicated above may
change from time to time. The Internet Protocol address of
Server Computer 12, however, is fixed and known to the
system described herein.

In the manner described above, the current Internet Pro-
tocol address of Private Server 14 is provided from time to
time and dynamically stored in directory service program
28.

When a remote computer or Requesting Device 30 includ-
ing a remote computer data communication program or
facility, such as the Web browser illustrated in FIG. 1, or the
Mobile browser illustrated in FIG. 2, requests a connection
to Private Server 14, Requesting Device 30 first connects to
Server Computer 12 in a manner that is well-known and
indicates the name of the Private Server 14 to which
Requesting Device 30 wishes to connect.

In particular, in the preferred embodiment of the invention
illustrated herein, a request is made by Requesting Device
30 to Server Computer 12 to locate Private Server 12 by
means of an entry in a Web Page field or by an HTTP request
that already contains the name of Private Server 14.

Server Computer 12 will validate the request to connect to
Private Server 14 and initiate a search in the directory
associated with the directory service program 28 to obtain
the current Internet Protocol address of Private Server 14
and port number of message server 15 of Private Server 14
or the current communication session. Server Computer 12
is thereby engaged to allow a connmection to be set up
between Requesting Device 30 and Private Server 14.

In the embodiment of the present invention illustrated
herein, three connection methods are specifically provided
for sake of illustration, as between the Requesting Device 30
and Private Server 14. First 2 Direct Connection can be
provided using a secure web protocol such as “htips”, in a
manner that is well known. In this method, once Server
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Computer 12 has validated the connection request provided
by Requesting Device 30, the Requesting Device 30 is
simply forwarded to the Private Server 14, in a manner that
is well-known. Thereafter, all interactions will take place
directly between the Requesting Device 30 and the Private
Server 14 during the communication session.

Second, where the Server Computer 12 has network
access to Private Server 14 but Private Server 14 is not
accessible from the Internet 16, and may have a network
address that is only valid within the network, a Proxy Server
(not shown) is used to provide the connection between the
Requesting Device 30 and Private Server 14, in a manner
that is also well known. )

Third, where the Private Server is not accessible from the
Internet 16 using the web protocol but from some different
protocol such as “H323”, the Video Conferencing protocol,
protocol conversion is utilized, in a manner that is well
known.

The above-described connections provide the means for
transferring three kinds of data. First, static page data,
namely menus for pavigation, which are provided in a
manner that is well known to those skilled in the art. Second,
lists of information such as message lists which are also
provided in a manner that is well known. Third, streamed
data, namely message content data such as voice, fax, text
and video data which can be displayed in “Real Time” while
it is being received. As is well known to those skilled in the
art, providing the functions of the Private Messaging and
Contact Facility 18 illustrated in FIGS. 5-12 in particular
requires access to both kinds of data.

Security

The connection provided by Server Computer 12 between
Requesting Device 30 and Private Server 14 can be
described as “secure” in accordance with the following
security features. First the name of the Private Server 14 is
used as the key for locating Private Server on Internet 16. In
order to minimize the likelihood of the security of the system
of the present invention being compromised, this name
should not be derivable from a user of Private Server 14.
Second, it is desirable to use a secure communication
protocol as between the Requesting Device 30 and Private
Server 14, such as the secure “https” web protocol. Third,
once a secure connection is established between Requesting
Device 30 and Private Server 14, it is desirable to require a
further authentication routine without intermediaries. [t
should be understood that the use of other means of pro-
viding secured communication between electronic devices
in association with the system described herein are specifi-
cally contemplated by the present invention.

Where Requesting Device 30 is a WAP device, it should
be understood that authentication and connection to Private
Server 14 can happen “automatically”. This is because a
unique identifier is generally allocated to each WAP device
by the manufacturer. As part of the “REGISTRATION
ROUTINE” 21 described above, this unique identifier can
be associated with the current location of Private Server 14
thus forwarding the WAP device to Private Server 14
automatically.

Full Internet Access

The system provided in this invention allows “full” Inter-
net access to the functions of the Private Messaging and
Contact Facility 9 in particular, by operation of the Contact
Information Facility 22 and Remote Message Management
Facility 29 of the present invention, described above.

This “full” Internet access to data associated with Private
Server 14, such as message and contact related data is best
understood by illustration of examples in operation.
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The user is able to access the list of messages stored on
Private Server 14 in association with the computer product
of the present invention, and to command Private Server 14
to initiate a connection to receive messages from external
message stores (e.g. an Internet Service Provider managing
a specific e-mail account).

More importantly, the invention provided herein allows
such user to access said list of messages (of any type) stored
on Private Server 14 via a Web browser program running on
another computer attached to the Internet and command
Private Server 14 to initiate a connection to receive mes-
sages from external message stores.

The present invention also allows a user to access said list
of messages via a telephone call to Server Computer 12 by
means of suitable telephony hardware and to command
Private Server 14 to initiate a connection to receive mes-
sages from said external message stores.

Similarly, the present invention will allow the user to
access said list of messages and to command Private Server
14 to initiate a connection for user to receive messages from
external message stores via a Mobile Wireless (WAP)
device.

On command from the user, the present invention allows
individual voice messages to be played; individual e-mail
messages, facsimile messages, video and other images to be

hardware resources) or WAP-enabled hand-held computer;
and individual executable message content to be executed on
Private Server 14 (for example execution of a sound file and
transmission of audio stream to the user).

The present invention also allows the user to reply to a
message by means of voice message that is sent as an e-mail
attachment when the connection to Private Server 14 is a
voice connection. The present invention further allows the
user to reply to a message by means of a text message.

By means of Notification Facility 33 in particular, the
present invention is able to notify the user of new received
messages by means of a telephone call to a Wireless paging
service specified by the user. Private Server 14 is also able
to notify the user of new received messages by means of a
telephone call to a telephone number specified by the user
and the subsequent playing of a voice message as a voice
data stream. Private Server 14 is further able to notify the
user of new received messages by means of a message sent
over the Internet to a Wireless paging service specified by
the user. Private Server 14 is still further able to provide
means for remotely adding, modifying and deleting entries
to the Notification List provided by Notification Facility 33
via a Web browser program running on another computer
attached to the Internet, voice telephone call to the telephone
line attached to Private Server 14 by means of a modem, or
Mobile wireless (WAP) device.

As is illustrated in the Figures, and in particular FIGS. §,
9 and 10, the computer product of the present invention
incorporates text-to-speech technology to provide the full
Internet access described herein to a user having a telephone
line. This text-to-speech can comprise a variety of commer-
cially available technologies, implemented in a manner that
is well known.

The Contact Information Facility 22 of the present inven-
tion contributes to providing full Internet access to message
and contact management. By means of such facility, the
present invention allows the user to access data contained in
the contact database on the local computer associated with
the Contact Information Facility 22, as illustrated in FIG.
11). More importantly, the present invention also allows the
user to access said data on a local computer via a Web
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browser program running on another computer attached to
the Internet and to command Private Server 14 in association
with the computer product of the present invention to initiate
a connection to receive messages from an external message
address. In addition, the present invention allows a user to
access said data on a local computer via a telephone call to
the telephone line attached to Server Computer 12 by means
of a suitable telephony hardware device, or via a Mobile
wireless (WAP) device.

Other variations and modifications of the invention are
possible. In particular a number of computer program facili-
ties are described in this invention as separate facilities for
the sake of describing the invention. However, it should be
understood that such facilities can be combined with other
facilities comprising the present invention, or such facilities
can be sub-divided into separate facilities. It should also be
understood that various other features or functions can be
added to the present invention without departing from the
scope of the present invention such as additional means
accessing and managing messages and contact information
remotely. In addition, it should be understood that the
private communication portal can be associated with any
means for generating useful data and managing such data
where it is desirable to provide remote access to such data.
In addition, it is contemplated that various means for

present invention other than to authorized users be utilized.
It should also be understood that the Private Server of the
present invention may comprise more than one copy of the
computer product of the present invention. Various means
for creating network connections are 1llustrated herein, how-
ever, other means for creating such connections used in
conjunction with the invention described are also within the
scope of the present invention. All such modifications or
variations are believed to be within the sphere and scope of
the invention as defined by the claims appended hereto.
We claim:
1. A system for providing access to a personal computer
having a location on the Internet defined by a dynamic IP
address from a remote computer, the system comprising:
(a) a personal computer linked to the Internet, its location
on the Internet being defined by either (i) a dynamic
public IP address (publicly addressable), or (ii) a
dynamic LAN IP address (publicly un-addressable), the
personal computer being further linked to a data com-
munication facility, the data communication facility
being adapted to create and send a communication that
includes a then current dynamic public IP address
(publicly addressable) or dynamic LAN IP address
(publicly un-addressable) of the personal computer;

(b) a locator server computer linked to the Internet, its
location on the Internet being defined by a static IP
address, and including a location facility for locating
the personal computer; and

(¢) a remote computer linked to the Internet, the remote

computer including a communication facility, the com-
munication facility being operable to create a request
for communication with the personal computer, and
send the request for communication to the locator
server computer;
wherein the data communication facility includes data cor-
responding to the static IP address of the locator server
computer, thereby enabling the data communication facility
to create and send on an intermittent basis one or more
communications to the locator server computer that include
the then current dynamic public IP address or dynamic LAN
[P address of the personal computer; and
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wherein the locator server computer is operable to act as an
intermediary between the personal computer and the remote
computer by creating one or more communication sessions
there between, said one or more communication sessions
being created by the location facility, in response to receipt
of the request for communication with the personal com-
puter from the remote computer, by determining the then
current location of the personal computer and creating a
communication channel between the remote computer and
the personal computer, the location facility being operable to
create such communication channel whether the personal
computer is linked to the Internet directly (with a publicly
addressable) dynamic IP address or indirectly via an Internet
gateway/proxy (with a publicly un-addressable dynamic
LAN IP address).

2. The system as claimed in claim 1, wherein the first
computer is linked to the Internet directly or via an Internet
gateway/proxy.

3. A system as claimed in claim 1, wherein the personal
computer is linked to a database, and said system provides
means for remotely accessing said database from the remote
computer.

4. A system as claimed in claim 3, wherein said system
enables communication settings associated with the data
communication facility to be set remotely for the personal
computer from the remote computer.

5. A system as claimed in claim 1, wherein said location
facility enables the current location of the personal computer
10 be known to the locator server computer.

6. A system as claimed in claim 5, wherein the location
facility includes a dynamic location directory, wherein said
dynamic location directory is responsive to the communi-
cation from the personal computer, including data for locat-
ing and/or communicating with the personal computer, to
dynamically store such data to a server database linked to the
locator server computer.

7. A system as claimed in claim 6, wherein the location
facility is responsive to the request from the remote com-
puter for communication with the personal computer to
retrieve the current location and port number or the current
communication session associated with the personal com-
puter from the dynamic location directory, and provide said
current location and port number, or the current communi-
cation session, to the personal computer.

8. A system as claimed in claim 6, wherein said data
communication facility creates and sends the communica-
tion including the current location or the current communi-
cation session of the personal computer to the locator server
computer periodically.

9. A system as claimed in claim 8, wherein said system
further includes a security facility for restricting access to
the locator server computer to one or more authorized users
only.

10. A system as claimed claim 9, wherein said data
communication facility further includes a communication
interface for sending and receiving data communications.

11. A system as claimed in claim 1, wherein said data
communication facility interfaces with data generating
facilities linked to the database and the personal computer,
so as to provide remote access to data created by the data
generating facilities from the remote computer.

12. A system as claimed in claim 1, wherein said data
communication facility further includes a private messaging
and contact facility linked to the database for processing and
managing messages and contact data in co-operation with
said communication interface.
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13. A system as claimed in claim 12, wherein said private
messaging and contact facility includes a unified messaging
facility and a contact information facility, each being linked
to the database.

14. A system as claimed in claim 13, wherein said unified
messaging facility enables the remote management of mes-
sages linked to the database and the personal computer from
the remote computer.

15. A system as claimed in claim 14, wherein said unified
messaging facility enables reading, replying and managing
said messages linked to the personal computer remotely
from the remote computer.

16. A system as claimed in claim 15, wherein said
messages include e-mails, facsimiles and/or voice mails.

17. A system as claimed in claim 16, wherein said unified
messaging facility includes an e-mail message facility.

18. A system as claimed in claim 17, wherein said unified
messaging facility further includes a fax message manage-
ment facility.

19. A system as claimed in claim 18, wherein said unified
messaging facility further includes a voice message facility.

20. A system for providing access 1o a personal computer
from a remote computer, the personal computer being linked
to the Internet, the location of the personal computer on the
Internet being defined by either (i) a dynamic public IP
address (publicly addressable), or (ii) a dynamic LAN IP
address (publicly un-addressable), the personal computer
being further linked to a data communication facility, the
data communication facility being adapted to create and
send a communication that includes a then current dynamic
public IP address (publicly addressable) or dynamic LAN IP
address (publicly un-addressable) of the personal computer,
the system comprising:

(a) a locator server computer linked to the Internet, its
location on the Internet being defined by a static IP
address, and including a location facility for Jocating
the personal computer;

wherein the remote computer is also linked to the Internet,
the remote computer including a communication facility, the
communication facility being adapted to create a request for
communication with the personal computer, and send the
request for communication to the locator server compuler;
wherein, the data communication facility is operable to
access data corresponding to the static IP address of the
locator server computer, thereby enabling the data commu-
nication facility to create and send on an intermittent basis
one or more communications to the locator server computer
that include the then current dynamic public IP address or
dynamic LAN IP address of the personal computer; and
wherein the locator server computer is operable to act as
an intermediary between the personal computer and the
remote computer by creating one or more communica-
tion sessions there between, said one or more commu-
nication sessions being created by the location facility,
in response to receipt of the request for communication
with the personal computer from the remote computer,
by determining the then current location of the personal
computer and creating a communication channel
between the remote computer and the personal com-
puter, the location facility being operable to create such
communication channel whether the personal computer
is linked to the Internet directly with a (publicly addres-
sable) dynamic IP address or indirectly via an Internet
gateway/proxy (with a publicly un-addressable
dynamic LAN IP address).

21. A method of providing access to a personal from a

remote computer, the personal computer being linked to the
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Internet, its location on the Internet being defined by either
(i) a dynamic public IP address (publicly addressable), or (ii)
a dynamic LAN IP address (publicly un-addressable), the
method comprising the steps of:

(a) providing a data communication facility on the per-
sonal computer, the data communication facility being
adapted to create and send a communication that
includes a then current dynamic public IP address
(publicly addressable) or dynamic LAN IP address
(publicly un-addressable) of the personal computer,

(b) by operation of the data communication facility:

(i) obtaining the static IP address for a locator server
computer, that includes a location facility for locat-
ing the personal computer;

(ii) sending the communication that includes the then
current dynamic public IP address (publicly addres-
sable) or dynamic LAN IP address (publicly un-
addressable) of the personal computer to the locator
server computer;

() receiving a request from the remote computer at the
locator server computer to communicate with the per-
sonal computer;

(d) in response to the request, the locator server computer
acting as an intermediary between the personal com-
puter and the remote computer by creating one or more
communication sessions there between, said one or
more communication sessions being created by the
location facility, in response to receipt of the request for
communication with the personal computer from the
remote computer, by determining the then current loca-
tion of the personal computer and creating a commu-
nication channel between the remote computer and the
personal computer, the location facility being operable
to create such communication channel whether the
personal computer is linked to the Internet directly with
a (publicly addressable) dynamic IP address or indi-
rectly via an Internet gateway/proxy (with a publicly
un-addressable dynamic LAN IP address).

22. The method claimed in claim 21, further comprising
the step of the locator server computer storing the current
location of the personal computer into a directory linked to
the location facility, the current location being obtained from
a communication sent by the personal computer to the
locator server computer.

23. A computer readable memory having recorded thereon
statements and instructions for execution by a computer to
carry out the method of claim 21.

24. A computer program product for use on a server
computer linked to the Internet and having a static IP
address, for providing access to a personal computer from a
remote computer, the personal computer being linked to the
Internet, its location on the Internet being defined by either
(i) a dynamic public IP address (publicly addressable), or (ii)
a dynamic LAN IP address (publicly un-addressable), the
computer program product comprising:

(a) a computer usable medium;

(b) computer readable program code recorded or storable
in the computer useable medium, the computer read-
able program code defining a server computer program
on the server computer wherein:

(1) the server computer program is operable to enable a
connection between the remote computer and the
server computer; and

(ii) the server computer program includes a location
facility and is responsive to a request from the
remote computer to communicate with the personal
computer to act as an intermediary between the
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personal computer and the remote computer by cre-
ating one or more communication sessions there
between, said one or more communication sessions
being created by the location facility, in response to
receipt of the request for communication with the
personal computer from the remote computer, by
determining a then current location of the personal
computer and creating a communication channel
between the remote computer and the personal com-
puter, the location facility being operable to create
such communication channel whether the personal
computer is linked to the Internet directly (with a
publicly addressable) dynamic IP address or indi-
rectly via an Internet gateway/proxy (with % pub-
licly un-addressable dynamic LAN IP address).

25. The computer program product claimed in claim 24,
wherein the location facility is responsive to a communica-
tion from the personal computer including its current loca-
tion to store the current location to a storage medium linked
to the server computer.

26. A computer program product for use on a personal
computer for providing access to the personal computer
from a remote computer, the personal computer being linked
to the Internet, its location on the Internet being defined by
either (i) a dynamic public IP address (publicly addressable),
or (ii) a dynamic LAN IP address (publicly un-addressable),
the computer program product comprising:

(a) a computer usable medium;

(b) computer readable program code recorded or storable
in the computer useable medium, the computer read-
able program code defining a data communication
program on the personal computer wherein:

(i) the data communication program is operable to send
a communication to a locator server computer,
wherein the locator server computer is linked to a
location facility and includes data for locating the
personal computer; and

(ii) the data communication program is operable to
communicate with the remote computer, the locator
server computer acting as an intermediary between
the personal computer and the remote computer by
creating one or more communication sessions there
between, said one or more communication sessions
being created by the location facility, in response to
receipt of a request for communication with the
personal computer from the remote computer, by
determining a then current location of the personal
computer and creating a communication channel
between the remote computer and the personal com-
puter, the location facility being operable to create
such communication channel whether the personal
computer is linked to the Internet directly (with a
publicly addressable) dynamic IP address or indi-
rectly via an Internet gateway/proxy (with a publicly
un-addressable dynamic LAN IP address).

27. The computer program product as claimed in claim
26, wherein the personal computer is linked to the Internet
directly or indirectly via an Internet gateway/proxy.

28. A computer program product as claimed in claim 27,
wherein the personal computer is linked to a database linked
to the data communication program, and said system pro-
vides means for remotely accessing said database linked to
the personal computer from the remote computer.

29. A computer program product as claimed in claim 28,
wherein said data communication program enables commu-
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nication settings associated with the data communication
program to be set remotely from the remote computer for the
personal computer.

30. A computer program product as claimed in claim 29,
wherein said data communication program enables the cur-
rent location of the personal computer to be known to the
locator server computer.

31. A computer program product as claimed in claim 30,
wherein said data communication program creates and sends
the communication including the current location or the
current communication session of the personal computer to
the locator server computer periodically.

32. A compuler program product as claimed claim 31,
wherein said data communication program further includes,
or is linked to, a communication interface for sending and
receiving data communications.

33. A computer program product as claimed in claim 32,
wherein said data communication program interfaces with
data generating facilities linked to the database, so as to
provide remote access to data created by the data generating
facilities linked to the personal computer from the remote
computer.

34. A computer program product as claimed in claim 33,
wherein said data communication program further includes
a private messaging and contact facility linked to the data-
base for processing and managing messages and contact data
in co-operation with said communication interface.

35. A computer program product as claimed in claim 34,
wherein said private messaging and contact facility includes
a unified messaging facility and a contact information facil-
ity, each being linked to the database.

36. A computer program product as claimed in claim 35,
wherein said data communication program further includes,
or is linked to, a remote message management facility linked
to the database.

37. A computer program product as claimed in claim 36,
wherein said unified messaging facility enables reading,
replying and managing said messages linked to the personal
computer remotely from the remote computer.

38. A computer program product as claimed in claim 37,
wherein said messages include e-mails, facsimiles and/or
voice mails.
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39. A computer program product as claimed in claim 38,
wherein said unified messaging facility includes an e-mail
message facility.

40. A computer program product as claimed in claim 39,
wherein said unified messaging facility further includes a
fax message management facility.

41. A computer program product as claimed in claim 40,
wherein said unified messaging facility further includes a
voice message facility.

42. The system claimed in claim 1, wherein once the
communication channel is created between the remote com-
puter and the personal computer, the personal computer is
operable to receive and act on commands from the remote
computer for remote control and/or remote access of the
personal computer from the remote computer.

43. The system as claimed in claim 20, wherein once the
communication channel is created between the remote com-
puter and the personal computer, the personal computer is
operable to receive and act on commands from the remote
computer for remote control and/or remote access of the
personal computer from the remote computer.

44. The method claimed in claim 21, further comprising
the step of the personal computer receiving and acting on
commands from the remote computer for remote control
and/or remote access of the personal computer from the
remote compulter.

45. The computer program product claimed in claim 24,
wherein by operation of the location facility the personal
computer is operable to receive and act on commands from
the remote computer for remote control and/or remote
access of the personal computer from the remote computer.

46. The computer program product claimed in claim 45,
wherein by operation of the location facility the personal
computer is operable to receive commands from the remote
computer for remote control and/or remote access of the
personal computer from the remote computer.




